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Safeguarding International Trade

By Donald C. Masters, PhD

Advances over the last fifty years in trade liberalization, transportation
technology and inland freight deregulation have made it possible to integrate
markets on a global scale. The emergence of the “supply chain” and
management innovations such as fjust in time” inventories have lowered
dramatically the costs of shipping and distributing merchandise. International
trade, which normally grows at a faster pace than global GDP, underscores the
growing interdependence of the world economy. International trade creates
opportunities for greater specialization, economies-of-scale in production and
distribution as well dynamic gains affecting markets worldwide. The end result is
lower costs; a greater variety of products available and the productivity
enhancing spread of newer technologies. Normally, countries with open trade
regimes grow faster and enjoy higher incomes than those countries which
discourage trade by imposing barriers of various kinds. The security challenge is
to preserve the gains from trade while reducing the vulnerabilities implicit in the
economic integration process.

What are the dimensions of safeguarding international trade from possible
terrorist attacks? The very complexity of the intermodal transport infrastructure
and global commercial relationships requires a risk management approach in
order to avoid costly delays in cargo shipments. Thus, an effective security
system must facilitate legitimate trade yet effectively target suspect shipments for
inspection. The main area of concern is containerized shipping which is integral
to international supply chains. Approximately, ninety percent of merchandise
trade is shipped in containers’. There are an estimated 15 million containers in
use around the world with roughly 7-9 million passing through U.S. ports
annually®. The challenge of screening an average of some 20,000 containers a
day for Weapons of Mass Destruction (WMD) or other potentially lethal threats is
indeed a daunting task.

U.S. Security Initiatives — During the past four years since the 9/11
terrorist attacks, the United States has taken the lead in tightening port security
through three important initiatives.

! “Container Security: Major Initiatives and Related International Developments”. United Nations
Conference on Trade and Development. Commission on Enterprise, Business Facilitation and Development
Seventh session. Geneva (24-28 February 2003). Pg. 6.

? “Securing the Global Supply Chain: C-TPAT Strategic plan”. U.S. Customs and Border Protection.
<http://www.customs.gov/linkhandler/cgov/import/commercial enforcement/ctpat/ctpat strategicplan.ctt/ct
pat_strategicplan.pdf>. pg. 12
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1.) Customs Trade Partnership Against Terrorism (C-TPAT) is a joint
government-business initiative aimed at building “cooperative relationships that
strengthen overall supply chain and border security”. Essentially, it is a non-
contractual voluntary agreement whereby applicants complete the C -TPAT
Supply Chain Security Questionnaire and sign a C-TPAT Agreement to Voluntary
Participate. The program requires participants to provide a security profile of their
operations and encourage their business partners and suppliers to incorporate
security recommendations/guidelines along the entire supply chain. Participants
in the program benefit by receiving preferred customs treatment i.e. accelerated
customs clearance. (It is estimated that non-participants are six times more likely
to undergo inspection compared to C-TPAT “partners”.) The preferential
relationship is based on US Customs gaining familiarity with the importer or
shipper, which in turn leads to a lower “risk score”. The system is subject to
periodic verifications and either party may withdraw from the program by simple
notification. By May 2005, some 9,000 companies had applied for membership,
roughly 7,400 companies had been accepted, and of these, 597 have been
audited (verified) by Customs and Border Protection to insure that they had
indeed improved their security systems®. Of the 7,400 partners, 86 of the top 100
importers by containerized volume, represent 96% of all US-bound container
traffic>. C-TPAT has also been lauded by its proponents for its ability to reduce
cargo theft and pilferage incidents. According to a study by the OECD, worldwide
cargo theft costs shippers between $30-50 billion per year.’ By increasing
security awareness of the location of containers and ships, companies can better
identify vulnerabilities in their supply chain and work with their suppliers and
subcontractors to address them.
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3 «CSI Fact Sheet”. Department of Homeland Security. Media Services. May 2005. pg. 1

*Lipton, Eric. “Loopholes Seen in US Efforts to Secure Ports”. New York Times. 25 May, 2005.

> “Securing the Global Supply Chain: C-TPAT Strategic plan”. U.S. Customs and Border Protection. Pg. 1
® As cited in Lukas, Aaron article. Pg. 8
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2.) Container Security Initiative (CSI) works with foreign port authorities to inspect
US bound shipping containers, of which 90 percent originate in thirty countries’.
The goal is to improve security by pushing out the US security zone; thereby
preventing terrorists and weapons of mass disruption from ever reaching the
United States.

The CSl is a four-part program which includes:
» establishing security criteria to identify high risk containers;
* pre-screening high risk containers before U.S. arrival;
* using advanced technology to pre-screen containers quickly and
» develop secure and “smart” containers.

Implementation of CSI requires bilateral agreements with the world's major ports.
US Customs and Border Protection personnel, known as CSI| teams, are
assigned to foreign ports to supervise cargo containers being loaded on to ships
destined for US ports. To avoid slowing down legitimate trade, the program uses
intelligence sources and ship manifest information - Automated Targeting System
(ATS) to refer suspect containers and their cargoes to host country customs
officials for inspection. The referred containers may be inspected by non-intrusive
means, such as x-ray or gamma-ray equipment. If warranted, the containers may
be physically inspected. In the event that a “high risk” container that is referred to
local customs is not inspected for whatever reason and inadvertently shipped,
that container is placed on domestic hold for inspection upon arrival at the US
port. The program, based on reciprocity, does not cover the costs of inspection
equipment in the foreign port. Efforts are currently underway to improve detection
devices such as the Radiation Portal Monitor (RPM) now being deployed in major
US ports. A new objective is to establish minimum international standards for non
intrusive scanning and imaging equipment. As of February 2005, 34 mega-ports
worldwide are participating in the program®. Additional ports are applying to join
the CSI program which includes meeting certain operational criteria, such as the
deployment of an automated risk management system. Countries with certified
ports include Canada, the Netherlands, Germany, Belgium, France, Sweden,
Italy, Britain, Greece, Spain, Singapore, Japan, South Korea, Malaysia, Thailand,
United Arab Emirates, China, South Africa and Argentina.

7 “Container Security: Major Initiatives and Related International Developments”. United Nations
Conference on Trade and Development. Pg. 6

® “Homeland Security: Key Cargo Security Programs can be Improved”. General Accounting Office. May
2005. http://www.gao.gov/new.items/d05466t.pdf. Pg. 9.
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3.) “The 24 Hour Advance Vessel Manifest Rule” is perhaps the most
burdensome and controversial initiative launched to date by the U.S.
Government. It aims at information collection and is closely associated with the
CSI program. The goal of the “24 hour rule” is to identify prior to loading, those
containers that are thought to be high risk. The rule was strengthened
considerably under the U.S. Trade Act (2002) which imposes sanctions and
penalties on shippers who fail to comply. As amended, the act requires the
shipping community to provide advanced electronic information for cargo. Prior to
2002, only carriers participating in the vessel Automated Manifest System (AMS)
were required to provide information electronicallyg. However, more recent
regulations effectively oblige all vessel carriers operating in US trade to use
AMS. Moreover, the requirement now includes both US exporters and importers.
While technically only Cargo Declaration (CF-1302) needs to be filed 24 hours
prior to container loading at the foreign port, considerable additional manifest
information must be completed prior to arrival at the US port'®. Finally, these
regulations affect containers that are in transit to US ports'. In other words,
containers transported on the same ship but are not off loaded at the US port are
subject to manifest declarations and the 24 hour rule.

Recent U.S. Congressional hearings and GAO investigations have found
deficiencies affecting key cargo security programs. In February 2005, the DHS
inspector general criticized the method that his agency used to grant public funds
to domestic ports, citing that smaller ports were disproportionately favored by

? “Container Security: Major Initiatives and Related International Developments”. UNCTAD. Pg. 12.
'%“Current Maritime Developments”. Holland and Knight.
http://www.hklaw.com/publications/maritimedev.asp?Subject=portsecurity. Pg. 5.
I e

Ibid.
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grants, while critical ports such as Los Angeles and Long Beach had not received
sufficient funds in order to effectively protect themselves in the event of a terrorist
attack'>. Moreover, Congressional hearings held in May 2005 questioned the
operational effectiveness of some aspects of the CSI, C-TPAT programs.
According to US customs officials roughly 10% of potentially risky containers had
arrived at U.S. ports unscreened due to systemic problems™. It appears likely
that these criticisms will result in a further tightening of DHS regulations.

International Security Initiatives - The international community has a large
stake in protecting global trade valued at US$7.5 trillion which is largely
conveyed by ships carrying 6 billion tons of cargo each year'™. It is estimated
there are approximately 4,000 ports and a worldwide commercial fleet of some
46,000 ships engaged in international trade'®. A terrorist attack on a vessel or a
port can cause significant economic losses, both direct and indirect. The 2002
terrorist attack on the tanker Limberg did relatively minor damage to the vessel
yet caused insurers to triple insurance premiums for vessels visiting Yemeni
ports'®. This resulted in diversion of ships to other ports ultimately causing
Yemeni port terminals to close with estimated indirect losses equivalent to 1% of
national GDP'". An incident at a mega-port could have ramifications both
nationally and globally depending on the situation. A recent simulation (war
game) of a terrorist incident resulting in the shut down of a major U.S. port
generated direct and indirect costs estimated at US$ 58 billion'®. Securing the
transport system which sustains international trade is a complex task particularly
when a typical container shipment may involve 25 different actors, generate 30-

2 Lipton, Eric. “Audit Faults U.S. for Its Spending on Port Defense”. New York Times. 20 February, 2005.

13 Lipton, Eric. “Loopholes Seen in U.S. Efforts to Secure Ports”. New York Times. 25 May 2005.
' "Security in Maritime Transport: Risk Factors and Economic Impact.” Organization of Economic Co-
operation and Development. ". Maritime Transport Committee. Directorate for Science, Technology and
Industry. July 2003. pg. 18.

'S Security in Maritime Transport: Risk Factors and Economic Impact.” OECD. pg. 7.

' Ibid. Pg. 7.

"7 Tbid.

'8 Gerencser, Mark, Jim Weinberg and Don Vincent. “Port Security War Game: Implications for U.S.
Supply Chains. Booz, Allen and Hamilton. Washington D.C.: 2003. Pg. 6
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40 documents and use 2-3 different transport modes spanning 12-15 different
locations'®. Clearly, international cooperation is essential to secure global supply
chains in general and container shipping in particular.

The International Maritime Organization (IMO) has jurisdiction over containers at
sea in international waters. The recently approved IMO package for security
enhancements includes Safety of Life at Sea (SOLAS) Convention changes,
specifically Chapter XI-2 dealing with ship security and a new 2-part International
Ship and Port Facility Security Code (ISPS). The ISPS code details both
mandatory as well as voluntary procedures, which became effective July 2004.
The strategy is designed to improve the tracking of vessels, enhance ship and
port security and ensure the integrity of containerized cargo. To implement the
strategy there are five regulatory focus areas involving governments; ships;
carrier companies, ports and certification/documentary requirements. Each focus
area implies compliance costs associated with new regulations to enhance
security. These costs relate to the additional personnel, equipment and training in
new procedures required to meet the new security standards of the ISPS code.
For example, governments are tasked with determining security levels (1-3) in
national waters and communicating security level alerts to flag vessels both
domestic and foreign. Depending on the risk level determination, certain
mandatory procedures become effective for ports and ships in the affected areas.
Operator costs are a direct function of the announced level of security. Moreover,
ships must acquire additional equipment to enhance their security and train crew
in security procedures. To ensure accountability and compliance ports, carriers
and ship owners need to designate security officers responsible for meeting ISPS
code standards. It is estimated that SOLAS/ISPS ship and company related
costs are at least US$1.3 billion initially and recurrent costs (mostly personnel
related) at around US$730 million annually thereafter®®. In addition, there are
assessments and plans that require ports to upgrade their security to better
screen and secure cargoes as well as coping with direct threats. Due to the
diverse conditions existing in the world's seaports it is difficult to estimate the cost
of ISPS code requirements. However, the US Coast Guard estimated the cost for
American compliance with SOLAS/ISPS at US$ 5.97 billion in present value
terms (US$ 1.1 billion for vessel security and US$4.87 billion for port security)?".

The United Nations Commission for Trade and Development (UNCTAD) has
expressed concerns regarding the new security requirements, particularly as they
relate to port costs and export market access®’. Security costs may be high
relative to less developed country resources. UNCTAD estimates that port ISPS
compliance costs would be about US$2.0 billion for less developed countries®.
As a result, requirements related to pre-shipment container security and
advanced electronic reporting of manifests may act as non-tariff barriers
adversely affecting the trade prospects of developing countries. Already these
countries are disadvantaged by higher-than-average world freight costs due to

19 «Container Security: Major Initiatives and Related International Developments”. Pg.24
20 10
Ibid. pg. 35.
1 Ibid. pg. 36
2 Ibid.
= Ibid.
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geographic location and inadequate transport infrastructure/services. In addition,
transaction costs may be higher due to difficulties clearing customs or securing
necessary permits and licenses. Thus, existing competitive disadvantages may
be compounded by security-related measures recently imposed on third world
exporters. Yet, by requiring that all IMO member countries comply with ISPS
codes, underdeveloped ports may actually improve their efficiency and
competitiveness in the long term.

In summary, new security measures impose significant compliance costs on the
international shipping community. These costs relate to the fixed costs of new
equipment and deployment of new technologies as well as additional personnel
costs and administrative costs related to the extensive new manifest reporting
requirements now mandatory for U.S. customs, i.e. AMS. These costs are not
directly comparable to the economic costs associated with a major port shutdown
which could be enormous. This is because a cost-benefit analysis to determine
appropriate investment in security measures is not possible since the probability
of a terrorist occurrence is unknown. Thus, security systems and their costs are
based on strategic considerations related to risk management and closing
obvious security gaps. Though cost estimates are still preliminary, they are
significant in absolute terms particularly for less developed countries and smaller
ports in developed countries. This poses level-playing field issues which are not
easily resolved. Nevertheless, it should be kept in mind that security costs are
extremely small relative to the value of merchandise traded in the world
economy. They are unlikely to slow the longer-term trend towards greater global
integration of markets.
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offset the increased costs associated with the 24-Hour rule, and that this adds to
the already disproportionately high transport costs in developing countries.
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terrorist attack on a major port, the economic impact can be mitigated. Lastly, the
authors call for more research and development directed toward the creation of new
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